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Intelligent algorithm safety:

Concepts, scientific problems and prospects

CHENG Xueqi'” CHEN Wei'*  SHEN Huawei'? SHAN Shiguang? CHEN Xilin'? LI Guojie'”
(1 CAS Key Laboratory of Al Safety, Institute of Computing Technology, Chinese Academy of Sciences, Beijing 100190,
China;

2 School of Computer Science and Technology, University of Chinese Academy of Sciences, Beijing 100049, China)
Abstract Intelligent algorithms refer to the methods embodied in the computational processes that realize intelligence. These
methods are often characterized by being data-driven, involving uncertain computations, and with unexplainable model inferences.
These characteristics simultaneously introduce potential safety risks to the application of intelligent algorithms and Al. This study
firstly explores the concepts of intelligent algorithm safety. Specifically, intelligent algorithm safety, based on the degree of human-
machine integration, extends from the univariate safety of the algorithm itself to the bivariate applicational safety when the algorithm
serves humans, and finally evolves into the multivariate systemic safety arises within complex socio-technical systems of human-
machine symbiosis. Therefore, this study proposes a hierarchical paradigm of intelligent algorithm safety, namely “TRC paradigm”,
covering the univariate safety objective of trustworthiness in algorithm’s internal decision-making, the bivariate safety objective of
regulatability in application services, and the multivariate safety objective of controllability for system-wide risk management.
Furthermore, based on the current technical challenges in achieving the TRC paradigm and in line with the goals of trustworthiness,
regulatability, and controllability, the study identifies three major scientific questions that need to be answered: determining the trust
regions of uncertain algorithms, transparentized monitoring of black-box models, and sensing the critical point in human-machine
symbiotic intelligent systems. Finally, this study outlines seven research directions, and four recommendations related to intelligent
algorithm safety under the “measurement-evaluation-enhancement” technical framework of the TRC paradigm, while envisioning how
this will help achieve a future of human-machine co-governance.
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